
3rd Party Integrated 
Server

HR Database

Mail Server

Onguard Client
(System Admin, 

Alarm Monitoring, etc)

LS Communication 
Service

TCP: 4001, 4004

LS Login Driver
TCP: 4003

Access Control 
Intelligent System 

Controller

Lenel Network
Video Recorder

LS License
Service

TCP: 8189, 9999

LS Linkage 
Server

TCP: 4005

LS Application
Service

TCP: 9111

LS DataExchange 
Service

TCP: 4061, 4062

LS DataConduIT
Service
(WMI)

LS Global Output
Service

TCP: 4002

LS Client 
Update Service

TCP: 7654

Notes:

1. Typically set by 3rd Integration. Differs depending on integration.
2. Used for the Guard Tour, Grant-Deny Popup and Failure 
    to Acknowledge / Forward Alarm features only.

Note 1

TCP – 4009 to 4057 Note 2

OnGuard Database
SQL: 1433

Oracle: 1521

LS Replicator
TCP: 4059, 4060

Region

OnGuard Web Client
wAAM, wVV, IDVM

Lenel SW License 
Activation Server

TCP: 8888

Required
Optional

Master

LS ID 
Allocation
TCP: 4065

OnGuard Database
SQL: 1433

Oracle: 1521

Hardware
TCP: 3001

Optionally 80/443 
for configuration

Web Server
HTTP: 80

HTTPS: 443

Video Recorder
DCOM: 135 (initially)

Message Broker
TCP - 5671 (SSL), 5672

Message Broker
TCP - 5671 (SSL), 5672

LS Site 
Publication 

Server
TCP: 8032

LS Site 
Publication 

Server
TCP: 8032

LS OpenAccess
Service

LS Web 
Service

HTTP: 8080

LS Web 
Service Proxy

TCP: 8048

OpenAccess 
Web Client

LS Web 
Event Bridge
TCP: 8049

LS Event 
Context 
Provider


